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تعصصمشكلصصهلماش اصصرمشا منكصصخدشكصصنشا خمكصصماشكصصنشالمخصصخبنشا  صص شت صصم شا لصص هخمش
كصخدشعلىشا نغمشكنشصعوبماشا قضخءشعلىش اصرمشا منش.شا مخسوبيماشكنذشزكنشبويل

كصصنشا خمكصصماشبلصصهلشلا صصخ شن شلملاصص شكصصنشالممهصصنشا  خويصصششكصصنش  خ  صصخش  صصمش صصخ ش
.اس خمامشعمةشبنقش كن خشبنقشتعلمشالآ ما

احشتمشفيش ذاشا  مثش  اسصماش اصرمشا منكصخدشكصنشا خمكصماش يخوصيخيش عمليصخيش ا ص ش
ششا  امماشبنقش ل خويششكنش  خ  خ،شحيثشتمشاس خمامشتقنيخمشتعلمشالآ ماشفيشكل

مشبلهلشعمليش كنش مشتوظيشش  يصماشا هلصشش صذإشبىحصمطشا لصنقش عصاجشالم صخ 
وصصصمنشا لصصص هماشلمكصصصخشا لنيقصصصماشات صصصنطشاقصصصمش كصصصامشعصصصلىشنبقصصصخءشا خمكصصصماشك خحصصصماش
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Denial of Service (DoS) is considered one of the risks that threatens
computer networks for a long time now. Despite the difficulty of
terminating Denial of service attacks permanently, it is possible to reduce
its effects Many methods were commonly used to achieve that including
machine learning techniques.

In this research, a mathematical and practical study of DoS attacks were
carried through and several methods were suggested to reduce its effects.
Machine learning methods were used to detect the attacks and then use
this detection mechanism in a method to isolate the attacker within a
network and in another method to maintain the service for users during
the attack.


